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Twiss Green Primary School

Data Protection Policy

Introduction

The Data Protection Act 1998 came into force on 1st March 2000. It sets out what can and what cannot be done with personal data (information about living individuals). Twiss Green Primary School is placed under a legal obligation to comply with the provisions of this Act.

Data controller

Twiss Green Primary School, as the corporate body, is the Data Controller.

Commitment to the Protection of Personal Information

Twiss Green Primary School, as the Data Controller, needs to collect and use certain types of information about people with whom it deals in order to operate effectively. These include pupils, parents, guardians, staff, governors, suppliers and others with whom it communicates. In addition, it is required by law to collect and use certain types of information to comply with the requirements of government departments. The governing body of Twiss Green Primary School therefore has overall responsibility for ensuring that records are maintained, including security and access arrangements in accordance with regulations.

This personal information must be dealt with properly and securely regardless of what method is used for its collection, recording or use – whether this is paper, a computer system or any other material. There are safeguards to ensure that the processing of such information is carried out in a proper fashion and these are contained in the Act. The School Office Manager will deal with the day-to-day matters relating to data protection.  

This policy does not seek to convey the whole legislation to its readers, rather to acquaint them with the main provisions and to demonstrate that Twiss Green Primary School has a commitment to those provisions. Twiss Green Primary School regards the lawful and correct treatment of personal information as very important to the successful and efficient performance of its functions and to maintaining confidence between those with whom we deal and ourselves. We ensure that our school treats personal information lawfully and fairly.

Parents will receive a copy of the Data Protection Policy upon registration of their child at Twiss Green Primary School as well as an overview of the information that Twiss Green Primary School will keep about their child.

Our Data Protection Standards

Twiss Green Primary School will, through appropriate management and adherence to agreed procedures:

• Observe fully the conditions relating to the fair collection and lawful use of personal information;

• Meet its legal obligations to specify the purposes for which the information is used;

• Collect and process appropriate information but only that which is necessary to its operational needs or meet its legal requirements;

• Ensure the quality of information used; we will ask people to help us to achieve this by keeping us informed of any changes to the information we hold about them. Staff members and parents are responsible for checking that any information that they provide to Twiss Green Primary School in connection with their employment or in regard to a registered pupil is accurate and up-to-date. Staff members and Parents will be invited to review the data held about them on an annual basis.
• Apply strict checks to determine the length of time information is held and to ensure that it will be disposed of when no longer required with due regard for its sensitivity;

• Ensure that the rights of people about whom information is held can be exercised. These include the right to be informed that processing is being undertaken, the right to access one’s personal information, the right to prevent processing in certain circumstances and the right to correct, rectify, block or erase information which is regarded as wrong;

• Take appropriate technical and organisational measures to safeguard personal information, by
· Keeping the data in a locked office, filing cabinet, drawer or safe.

· Ensuring that computerised data is coded, encrypted or password protected, both on a local hard drive and on a network drive that is regularly backed up off-site.

· Where data is saved on removable storage, the storage device will be password protected in encrypted format
Twiss Green Primary School takes its duties under the Data Protection Act seriously and any unauthorised disclosure may result in disciplinary action.

Staff members of Twiss Green Primary School will be working in close contact with children. Disclosure and Barring Service (DBS) checks will therefore be made a condition of employment in order to ensure that potential employees do not pose a threat or danger.
Sensitive data can only be processed with the explicit consent of the subject, including information relating to a subject’s racial or ethnic origin, political opinions, religious beliefs, trade union membership, physical or mental health, their sex life, or the commission of any offence. 

Sensitive data will only be processed if:

· It is necessary to protect the subject’s vital interests. 
· It is carried out in the course of legitimate activities by a not for profit body or association with appropriate safeguards.

· It is necessary for the administration of justice or other legal purposes.

· It has been ordered by the Secretary of State. 

· It is necessary to prevent fraud. 

· It is necessary for medical purposes.

· It is necessary for equality reasons.

· It was made public deliberately by the data subject. 

Rights to access information

All staff members, parents of registered pupils and other users are entitled to:

· Know what information Twiss Green Primary School holds and processes about them or their child and why.

· Understand how to gain access to it.

· Understand how to keep it up-to-date.

· Understand what Twiss Green Primary School is doing to comply with its obligations under the Data Protection Act.

All staff members, parents of registered pupils and other users have the right under the Data Protection Act 1998 to access certain personal data being held about them or their child. Twiss Green Primary School aims to comply with requests for access to personal information as quickly as possible, but will ensure that it meets its duty under the Data Protection Act to provide it within 40 working days. To enable us to process any requests quickly, please mark all correspondence “FREEDOM OF INFORMATION REQUEST.”
Twiss Green Primary School may make a charge, no more than £50.00 on each occasion that access is requested. However, Twiss Green Primary School is not obliged to provide unstructured personal data if the administrative cost is deemed to exceed the limit of £450 as contained in the Freedom of Information and Data Protection (Appropriate Limit and Fees) Regulations.
Management Arrangements

Twiss Green Primary School will ensure that:

• the Headteacher holds specific responsibility for data protection within the school;

• everyone managing and handling personal information understands that they are responsible for following good data protection practice;

• everyone managing and handling personal information is appropriately trained to do so;

• everyone managing and handling personal information is appropriately supervised;
• anyone wanting to make enquiries about handling personal information knows what to do;

• queries about handling personal information are dealt with promptly and courteously;

• methods of handling personal information are regularly assessed and evaluated.
Data retention

The Data Protection Act 1998 states that data should not be kept for longer than is necessary. In the case of Twiss Green Primary School, unrequired data will be deleted as soon as practicable. Some educational records relating to a former pupil or employee of Twiss Green Primary School may be kept for an extended period for legal reasons, but also to enable the provision of references or academic transcripts.
Records of DBS checks will be destroyed immediately, although the date that the check was made will be retained Twiss Green Primary School’s file.
Disposal of confidential data

The Data Protection Act 1998 does not give any specific guidance on how to dispose of personal data. Disposal is just another step in the processing of data which requires fair and thorough attention. 

Confidential data held by Twiss Green Primary School will be strip-shredded before disposal.
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